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What is the Nigerian/419 Scam?

These unsolicited letters, faxes, or e-msdeminnocent

enough. Supposedly from a foreign company or diplor
claiming to need help transferring money or prevent
or her government from seizing certain funds, this popt
scam is popping up in e-mail and mailboxes all over

country.

There’s thousands or millions of dollars at stake, tf
say, and they’ll give you a percentage of the mone\
you'll just help them stash the money into your accol
or let them apply for the transfers in your — or yo
company’s — name. Just don't tell anybody, and i
imperative that you reply in ten or so business day:s
receive the money. All the letter writer needs is a sign
stamped company letterhead, invoices, or a persc
account number.

But soon come requests for money for ‘bribing officia
to help squire the money out of the country, or money
‘pay for wiring costs and transferring funds’. The reque
keep coming until you either stop paying or your accou
are emptied or the victim tries to contact the authoriti
By then, however, your money -- and the mysteric
company/government official -- hawksappeared and
your information is in the hands of con artists.
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from: Scammi Wazoo <advancefeefraud@419.net>

to: You@consumer.com
subject: PLEASE HELP ME

Dear friend:
My name is Scammi Wazoo, son of the CEO of the Dupeyu Bahk
of Nigeria. Due to Palitical strife, | am unable to move my family’$
savings of $20,000,000 (TWENTY MILLION DOLLARS) without
it being traced by rebel forces. | am soliciting your help if
transferring this money out of the country. If you would provid
your business name or letterhead and name, address |fpr
verification, | will transfer these funds to your account_fo
safekeeping. For your help in this, my family will let you keep
$2,000,000 (TWO MILLION DOLLARS) of the money. | await
your response.

Sincerely, Scammi Wazoo 5
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What can you do to protect yourself?

NEVER extend credit to a stranger for any reason.
NEVER give personal or business information
especially credit card or bank account numbers —
strangers, even if they sound official.

NEVER do business with a foreign country witho
going through the proper channels.

REPORT the sender to the sender’s email provic
if possible.

BEWARE of people offering ‘free money.’
REMEMBER IF IT SOUNDS TOO GOOD TO

BE TRUE, IT PROBABLY IS .

What to do if you’ve been victimized:

If you have been victimized by one of these schen
please forward appropriate written documentation tc

United States Secret Service
Financial Crimes Division
950 H Street, NW
Washington, D.C. 20223

You may also call202) 406-585@or more information
or fill out the online form atvww.secretservice.gov/
contact_fcd.shtml. If you have received a letteout

have not lost any mondyg this scheme, please fax
copy of that letter t¢202) 406-5031.



